_= [

Multi Factor Authentication (MFA)

February 26

The future of high-performing places




Multi Factor Authentication (MFA) - Index

My MFA is not working, can Mitie reset it?

Setting up Multi-Factor Authentication
What if | don’t have a Mobile Phone or Tablet?
Where can | find Mitie’s Dedicated supplier website with help and guides

Please Note: Multi-Factor Authentication (MFA) is a mandatory requirement by Coupa. Mitie Group PLC have no
control over this setting.
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My MFA is not working, can Mitie reset it!

Save Your Backup Codes

Backup codes are the only way to restore access if you
lose access to your authenticating phone or app.

Multi Factor Authentication (MFA) is a Coupa requirement. If your MFA
code is not recognised, please try the options below, - —

aB96MA DiUIAA
aJiARA Gx0vbQ

* Use One of your Backup codes, these would have popped up during the
MFA setup process, which you saved in a safe place. [ m———
Download m

* If you have more than one user on your companies CSP account, ask
the other user to go to setup, find your user account, click edit and see
if you have the “Disable MFA” option at the bottom.

Cancel Deactivate User Disable MFA Save

* If you cannot use any of the above, you will need to contact Coupa
Support directly to have your MFA reset. Use the Chat icon in the
bottom righthand corner of your CSP screen

Please Note: Mitie does not have access to reset MFA for suppliers
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Setting up Multi-Factor Authentication (MFA)

Multi Factor Authentication via App

Multi Factor Authentication is to protect your

compa nies data. © Scan this QR code using your mobile device. Coupa Supplier Portal

« Open your preferred authentication app on your mobile device. Learn more E
L]

« For most apps, select “Add” or “+” to scan the QR code or copy and paste

To help ensure that only authorized users add or the securiy key,
edit financial data in the CSP, Coupa has introduced
Multi-Factor Authentication when adding and
editing legal entity or Payment Methods.

=]

. . L3YZAS3PLEV5SNGI43GZ52WFL
Suppliers can go to My Account > Security MFA to WA74RDG

enable two-factor authentication for payment clekto copy Securyiter
changes only or for login and payment changes.

e Enter the 6-digit verification code from your device.
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Setting up Multi-Factor Authentication (MFA)

. . o€ a supplier portal SIMON Q@ | e
If you're setting up new or amending weoipE e

ﬁ. Invoices Orders Business Profile Payments Service Sheets Items ASN Sourcing Forecasts

Security & MFA

Security & MFA

Security & Multi-Factor Authentication My Account settings
can be found by going to your name at User Details

the top right-hand corner.

Click on your name and a pop up will

appear, select Security and MFA Phne Number

My Account security & Multi-factor s
Authentication will open

Change Password

Change Password
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Setting up Multi-Factor Authentication (MFA)

Multi Factor Authentication via App

Once you have selected Security & MFA,

the Multi-Factor Authentication App © Scan this QR code using your mobile device. Coupa Supplier Portal
p a ge (@) p ens. « Open your preferred authentication app on your mobile device. Learn more E - l'_
« For most apps, select “Add” or “+” to scan the QR code or copy and paste =

the security key.

If you have or want to set up the
Authentication App on your mobile
phone, please follow the instructions =
(you must have the app open before you [=]

L3YZAS3PLEV5SNGI43GZ52WFL
can scan the QR code) WA74RDG

Click to copy Security Key
If you don’t want to use the App and
want to use SMS click the cancel button.

e Enter the 6-digit verification code from your device.
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Setting up Multi-Factor Authentication (MFA)

My Account security & Multi-Factor Authentication
The Multi Factor Authentication options

Setti H H .
screen opens, e Multi-Factor Authentication

Notification Preferences
« For Payment Changes (Required for changing Legal Entity or Remit-to)

Security & Multi-Factor

Se|eCt V|a TeXt message on th is screen. Athenticaton O For Both Account Access (Login) and Payment Changes
App Connections
Via Authenticator App
Use an Authenticator App available from your mobile phone app store.
By Text Message Default
Use a code sent by text message to your phone number.
Default
By Text Message

Use a code sent by text message to your phone number.
Default

Mitie Group Plc does not allow email as an MFA factor. Please select a different factor.
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Setting up Multi-Factor Authentication (MFA)

The Multi Factor Authentication via SMS screen
opens.

Multi Factor Authentication via SMS

Section | (1) A code will be sent to your phone as an SMS Text Message Phone Number
o (SMS rates may apply). i
In the phone number box, click on the small Urited Sates +1
downward arrow. T ——r
. H H . . Afghanistan (JG-iad) +93
This will open the Country dialling prefixes. ©  Gonfrm Recaptcha o o o
Select your country prefix i.e. united kingdom. [ Aot e

American Samoa +1

Andorra +376

Add your mobile number without the pre- Send Code
leading Zero.

Section 2 (3] Enter the 6-digit verification code sent to your phone.

Tick the box I'm Not a robot and thus may take
you through ReCAPTCHA process.

Once completed,
Click E—
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Setting up Multi-Factor Authentication (MFA)

Section 3
You should have received a 6-digit Verification Multi Factor Authentication via SMS
COde, o A code will be sent to your phone as an SMS Text Message Phone Number

(SMS rates may apply).

Please add it in the box and click M‘

9 Confirm Recaptcha

™

>
reCAPTCHA
Privacy - Terrie

Your verification code has been sent to: +44 D 30

0 Enter the 6-digit verification code sent to your phone.
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Setting up Multi-Factor Authentication (MFA)

You will now see your MFA back up codes.

Save Your Backup Codes
Please take a screenshot , Photo or use the

download button.

These codes were generated on January 12, 2026

Emergency Recovery codes are the only way to restore
access if you lose access to your authenticating device or

app.
These are one off back up codes in case your

mobile / authenticator app is unavailable.

You can use each recovery code only once.

Keep these somewhere safe but accessible.

. . PAWMDw EEf4Q
Store then in a safe place you will remember r

where they are.

9ridiQ Pw-1kA
k5zgvQ fo1_PA

Once saved you can click the white cross n
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Setting up Multi-Factor Authentication (MFA)

Multi FactorAuthentication (MFA) is now set up My Account Security & Multi Factor Authentication

on your account. Settings Multi Factor Authentication

Motification Preferences

© For Payment Changes (Required for changing Legal Entity or Remit-To)
A AT () For Both Account Access (Login) and Payment Changes
Authentication

App Connections

Via Authenticator App

Use an Authenticator App available from your mobile phone app store.
Default

Via Text Message

o Use a code sent via text message to your phone number.
© Default

@ Ch:nge Phone Number

Mitie Group Plc does not allow email as an MFA factor. Please select a different factor.

Show Recovery Codes Regenerate Recovery Codes
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Multi Factor Authenticator enabled conformation by Email

You will have received an email to advise of ?;:;‘COUPH
Multi Factor Authentication Enabled. Multi Factor Authentication Enabled
Hi Simon,

You have successfully enabled Multi Factor Authentication on your Coupa Supplier Portal
account for payment account settings and login attempts.

The security of your account is very important to us and we want to ensure that you are
updated when important actions are taken.

Follow these next steps:

1. Download or print your backup codes in case you lose your phone or delete the app.
Create backup codes by clicking Review Settings below.

2. Be prepared to enter new verification code when prompted any time you're viewing or
modifying your financial account settings or log in.

Review Security Settings

coupa

Business Spend Management
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What if | don’t have a Mobile Phone or Tablet

You can enable multi factor authentication through Y S ——
an authenticator app by using a browser extension
“Sted bEIOW, o Scan this QR code using your mobile device. Coupa Supplier Portal

« Open your preferred authentication app on your maobile device. Learn more E

» For most apps, select "Add” or “+” to scan the QR code or copy and paste
the security key.

[EY

. Add the relevant extension to your browser:
Google Chrome extension authenticator. For more
information, see Install Google Authenticator.
Mozilla Firefox extension authenticator

Microsoft Edge extension authenticator

Add the authenticator to your browser.

. Scan the QR code or copy the security key from
the CSP page to the authenticator extension.

7. Enter the Two Factor Code

0t

L3YZAS3PLEV5SNGI43GZ52WFL
WA74RDG

Click to copy Security Key

o v A w

o Enter the 6-digit verification code from your device.
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https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://support.google.com/accounts/answer/1066447
https://addons.mozilla.org/en-US/firefox/addon/auth-helper/
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio
https://authenticator.cc/

Our Dedicated Suppl

Mitie has a dedicated supplier website Mitie Suppliers

You will find lots of How to Guides.

Each section in this document will have reference to How to Guides

Click BESEETERXNEN to expand

Introduction to the Coupa Supplier Portal (CSP)

What is the CSP?

provide you with full vi of th

the service incurs no fee for you to pay.

How do | login to the portal?
Click on the image below to login to the CSP.

« Bookmark the link/add it to your favourites tab

¢ The email address used to login should be the same as the
primary contact held on Mitie’s Vendor Master

« |f you already use Coupa with other customers, please

provide an email address for your current CSP administrator.

(coupa

Login

all customers who u:

platform wil

uicker process. No

Who can | contact for support?

Please emall askmitieprocurement@mitie.com for any support
using the CSP, our friendly team are happy to help guide you
through the process

You can also find help and information on the Coupa website,
please click here to visit,

How to manage / setup your CSP

How o Register & Setup your CSP Account
» 000/1430 .

B Qlick for How to Guides

+ How to manage your preferved language in your CSP

How to Invoice Mitie

Depending on the volume and frequency of transactions there are multiple ways you can iwolce via Coupa, you can either choase:

1. The Coupa Supplier Portal
2. Supplier Actionable Notifications (please refer to the how-to-guide below)

Before vaice Miti, ple: at you have read t < that are isted In the menu below for your country.

make sure that you downioad the most up-to-date version®

B Click for How to Guides

* UK CIS and VAT Guide
. Guide

. W VAT Guide
*  Gibraltar VAT Guide

er Vebsite

Supplier Maintenance (SMT)

& New Suppliers
& Existing Suppliers

& Managing your company information with Mitie

Source to Contract (S2C)

Participate in eAuctions

ing and eAuc

How to Guides

Website address: https://mitiesuppliers.com/mitie-supplier-fag/using-coupa-2/
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If you cannot find the help you
need, please email
askmitieprocurement(@mitie.com

@ mitie



https://mitiesuppliers.com/mitie-supplier-faq/using-coupa-2/
mailto:askmitieprocurement@mitie.com
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